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Internet and Email Guidance for Volunteers

Sometimes we forget that though the Internet and email can be really useful it can also bring problems.  This guidance is aimed at helping you understand the way in which Internet and email should be used.

We are responsible for our volunteers’ activities when using the Internet.  For example, if you got some software illegally, we would be liable even if we hadn’t given you permission or did not know about it.

As well as this, information on our website or in our emails could be challenged legally by someone else.  We would be responsible if you sent an email that damaged someone’s reputation or broke confidentiality.  We have this guidance to show everyone in and outside of the organisation what we do to stop these things from happening.

This guidance applies to your Internet or email use whilst volunteering, whether that is on a computer here at (insert your organisation name here), somewhere else or at home.

Access to Computers and Internet

You will be shown which computer you can use and given a password so that you can log on.  You should not use anyone else’s computer unless they invite you to.  You should not let anyone who is not a volunteer or member of staff here at (insert your organisation name here) use your computer unless you have got permission from your supervisor.
You are not allowed to make use of loopholes in internet, or websites’ security systems to access, damage or alter any files held on any computer or website (this is from the Computer Misuse Act). 

Browsing the web
Paid staff and volunteers can use the Internet to help them with their work or tasks.  Sometimes browsing the Internet can become time-consuming.  As well as being frustrating, your time in the office is precious and we would rather you did not waste it on fruitless searches.

You can get training and support so that you can find what you need on the Internet more quickly and easily.

You should not view pornographic material, play games, use chat rooms, gamble or use the Internet for any purposes not directly related to your volunteering.  If you need to use the Internet for personal use you should do so outside your normal hours and with direct permission from your supervisor. 
You should not deliberately visit any sites that contain offensive, obscene or indecent pictures or text.

Downloading information

Inappropriate text and images

Downloading offensive, obscene or indecent pictures or text is not allowed and, because it is such a serious matter you may be asked to stop volunteering for us if you do this.  You are also not allowed to use any of the equipment here to store and transfer images or text that is offensive, obscene or indecent.

This includes anything, images or text, that go against our equal opportunities policy, for example anything that is racist, sexist or homophobic.

Getting good quality information

Because the Internet is not controlled some of the information is not accurate and it may even be deliberately misleading.  Bear this in mind; you can check how up to date something is by looking for a date.  You can find out how reliable it is by only using information from organisations that you know, or have been recommended by your supervisor. 

What you cannot download

You should not download anything from the Internet.  Downloading can have effects that you are not aware of and may impact on how the whole computer system works.  If you need to download applications (programs) from the Internet then you should ask the Office Manager who would install any software you might need.  If you need to download files such as Microsoft Word or Adobe Acrobat text files then you should check this with your supervisor before downloading.

Viruses

The introduction of a virus when downloading software or other files from the Internet poses a risk to all of the organisation’s computers.  Anti-virus software is installed on all machines and must not be removed or turned off.  It provides an element of protection but care must still be taken when downloading files.  The greatest risk from viruses lies in downloaded programs and program files (those which end in .exe or .com or .bat) but also in image files (for instance those which end .jpg or .jpeg or .gif or .bmp).

Anything you put into the computer that you can open a file from or save a file on to – thing like CDs, USB’s and floppy disks - need to be virus checked before you use them.  Ask your supervisor or a member of the admin team to do this for you.

Viruses can be carried within email messages.  For this reason do not open any emails where the sender is not known to you and where the subject of the email has been left blank or is obviously not to do with our line of work.  You might have seen emails with things like “Hi” or “Your order” in the subject lines these are used to trick people into opening the attachment and the virus.  Sometimes these emails will appear as if they are from someone you know.

Be careful about opening files sent as attachments to emails, and never open an attached document unless you know who sent it and it is something you are expecting from them.

If you deliberately put a virus onto a computer or any disks, or send one using our email system we will ask you to stop volunteering for us.

Using email

Emails have the same speed and informality as using the phone, but they are also a form of written communications.  This means that they can become a permanent record of something and be taken as a formal agreement or complaint.  It also means they need to be the same standard as any other written communication, like a letter.

Your email

If you need email to do your volunteering tasks you will be given an email address, you may share this with other volunteers if they are working on the same project as you.  You should only use this email address for things relating to your volunteering.  You can check your personal email account (like Gmail, or Yahoo) during your breaks.

You are not allowed to use loopholes in organisational, Internet, or a website's security or hardware systems to send anonymous or fraudulent mail messages, or to read other people’s messages.

What you can write about

If you send any emails that are offensive or damage our reputation we will ask you to stop volunteering.  Sending offensive emails can be a criminal offence, for example saying something that is racist.  The same laws apply to email as to any other written document and therefore you should not say anything that is inaccurate or damaging another persons’ reputation.  You must seek advice before sending a message if there is any doubt about its contents. 

One way to think about this is that you should not say anything over the Internet or email that you would not shout in a crowded room.

Who to send messages to

We all get lots of emails so make sure you do not send people things that are not likely to be useful to them.  You should not send large amounts of uninvited emails to anyone inside or outside of (insert your organisation name here).  This means forwarding chain letters or other junk mail is not permitted.
If you get a message by mistake, forward it on to the right person.  If it has confidential information in it you need to make sure you do not share it.  Talk to your supervisor about this if it happens.

Email addresses

People’s personal email addresses are confidential, like their home address, so take care not to share these with people unless you have got permission.

Signatures

If you are sending emails to people outside (insert your organisation name here) you need to use a standard signature, this is the bit at the bottom of the email saying who you are and how to contact you.  Your supervisor will get this set up for you.

Our websites

If you need to get some information on the (insert your organisation name here) website as part of your volunteering tasks speak to your supervisor.

How we monitor Internet and email use

We do have the right to monitor Internet use to log who’s visiting which websites and for how long.  We can also look at emails being sent and received.  If we need to we will see this information to show that you have not followed this guidance.  We will then sort out the problem by following the Dealing with Problems Policy; this may result in you being asked to stop volunteering with us.
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